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Purpose

Virtual Private Networking (VPN) services are offered by Georgia Southern University to
provide secure network communication and extend local network access to offsite locations.
The purpose of this policy is to provide guidelines for the Remote Access VPN that supports
the Georgia Southern University’s Acceptable Use Policy, Workstation Security Standards,
Remote Network Access Policy, and Security Standards for Information Systems Policy.
II.
Policy Statement
Employees and authorized third parties (customers, vendors, etc.) may utilize the benefits of
the Georgia Southern (GS) VPN, which is a “user managed” service. This means the user is
responsible for selecting an Internet Service Provider (ISP), coordinating installation and
installing any required software, as well as utilizing the services in accordance with the
following statements:
• It is the responsibility of users who are authorized to use VPN services to ensure that
unauthorized users are not allowed access to Georgia Southern University internal
networks.
• All computers connected to Georgia Southern University internal networks via VPN must
use the most up-to-date anti-virus software. University owned devices will be updated
automatically with the latest software when connected to the network; individuals are
responsible for the costs of installing and maintaining this software on personally owned
devices.
• Anyone connecting to Georgia Southern’s VPN services will be subject to University
policies and may subject their devices to Georgia Southern Management when
connected, as they are a de facto extension of Georgia Southern.
• VPN gateways will be set up and managed by Georgia Southern University IT Services.
• VPN users will be automatically disconnected from Georgia Southern University's
network after 12 hours, at which time users must login again to reconnect to the Georgia
Southern network.
• Only Georgia Southern approved VPN clients will be supported.
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III.

Exclusions

There are no exclusions. This policy applies to all Georgia Southern University
employees, contractors, consultants, temporary and other workers, including all
personnel affiliated with third parties utilizing VPNs to access the Georgia Southern
University network.

IV. Procedures
For additional information and instructions pertaining to Georgia Southern’s VPN services,
please refer to our web page.
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